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19) Abrimos una consola nueva (Console Root):

[21x]

Type the name of a program, folder, document, or
Internet resource, and Windows will open it for you

Cancel Browse.
Bistan| (3 & @iy

| 2 cisorowwaiwne... | £ criscroLLAIdd... | B Consola_Certficadss. . | BN ciwmpowsisyste... | [@EED

) Microsaft windows 2.., | € Keads.exe - Mirosaf .. | L7 My Documerts

29) Seleccionamos Files->Add/Remove Snap In:

(i Ele Action View Favortes Window Help | =18 ]|
Cerkn
CrrkO
Chris

There are naitems to show in this view

Options.

1 Consola_Certificados.msc
2 CAWINDOWS | systema2|sacpol.msc
2 CHWINDOWS!, . igertsty.mse

455U Server Enterprise Manager.M5C

Exit

|Adds or remeves individual snap-ins. [ |

Wistart| [ @ (@ fy 4 £ Microsoft Windows 2... | & cack.exe - lerosof... | (3 My Documerts | (7 cisoroLLawim... | L CHsoROLLAIkiIded. . | B CwNDOWSIsyste... |[7) Consolel - [Cansol.. [{BTHED




32) Pulsamos el botén Add:

By Bl Acion Vew Favoites Window Help ‘ _l& 5]‘
- | m B2 |
3 Cansele Raat Nams

There are no items to show in this view,

Ady

emove Snap-in ﬂ E
Standslone | Etensions |

Uss this page to add or remove a standalons Snapin fiam the console

Snapins added to: {73 Console Root =2 EI

ription

Hemove About
oK Cancel

Bstan| (3 @ (@ & &

I I
& Microsoft indows 2.., | @] Xcads.exe - Mirasef... | £ My Documents | 3 cisoroLaw,.. | £3 ciisoroLLAlutidad. . | B8 ctwipowsisyste... [y console - [consol.. |@EHTT

- Seleccionamos Certificates y pulsamos el botén Add.

“F1 Ble Action Wiew Favgites Window Help | =181
o |mE] @ |
=4 Console Roct Name |

There are no ikems to show in this view,

[add/Remove Snay

Standaione | Extensions |

Use this page ta add or remave a standalone Snapin fiom the console:

Snapins added to:[=5 Console Root h EI
Add Standalone Snaj [7]x]

Available Standalone Snap-ins:

Snapin | Wendor =]
23 NET Framework 1.1 Configuation  Microsolft Corporation J

25 WET Framewark 20 Carfigwiation  Misraseft Corparation
@A ctive Directory Domains and Trusts  Microsoft Corporation
[ Active Directary Sites and Services  Miciosoft Corparation
ictive Directory Users and Comput . Miciosaft Corporation
atctiveX Contrel Microsoh Corparation
drinistiador coporative de Micros... Miciosoht Corporation
wthorization Manager Microsot Corperation

Cerificate Templates Microsoft Corperation
Microsoft Corperation

-Desgiintion
The Certficates snap-n allons you to biowss the contents of the
cetficate stores for yoursel]  service, of a computer,

B8] gee |

Wstart| (3 @ (@ & L

[ [
& icrosoft Windows 2... | &) Heack exe -Microsof... | (3 My Documents | (2 casoroLLawm... | (5 CASOROLLALEIad... | BN C:WINDOWSIsyste... |[E) Consolet - [Consol... |@BTHCD




- Marcamos Computer Account y pulsamos Next:

%1 b atin vew Fovotes wndow el . ) | =Leix|
o E®Be |
‘4 Console Root Name.

“There are no ikems to show i this view.

[Add/Remave Snap-in

Standalone | Euensions |

Use this page to add of remave a standalone Snap-in from the corscle.

Snapins added o [E3 Console Foot - &l

This snaprin wil slways manage certiicates for:
My user account
" Service account

e Cancel

[ [
B CwINDOWSisyste. . |[%E) Consolel - [Consol.. BT

@istart| [ @ @ty L &) Microsoft Windons 2... | &) Keack.exe - Micrasaf .. | 3 My Dosuments | L cisoroLLAAWWA... | 7 CHSOROLLANKiidad...

- Seleccionamos Local computer podemos o no marcar el check en funcién de si salvamos o no la
consola en uso. Pulsamos Finish:

B e Acton Vew Favorkss Window Help E | =181
o EB @

3 Console Raot HName

There are no items ko show in this view.

Add/Remove Snap-in H

Standalone | Extensions |

U dd orremave a the consale,

Snapins added tor |2y Console Roat - !‘

Select Computer

Selest the computer you wank this snap-in to manage.

This sriapin wil

' Local computer: (the camputer this cansals is running an)

" dnother computer: Bioyse

¥ o the o be changed fine. This:
fonb apples f you save the console

< Back. Cancel

[ [
Wstart| [ @ (@ & L &) Morosoft Windows 2... | &) cack.exe - Microsof... | (3 My Documents | o crtsoroLLAW... | 7 CHSOROLLAKded. . | B CAWINDOWSsyste. . |[*) Consolet - [onsol.. |@BEHD

Cerramos todos los formularios que se habian cargado.



42) Nos ubicamos en la ruta Personal->Certificates:

(L1 Console Roat

El@ Certificates (Local Computer)
EII:l Personal
ertificakes

[C Trusted Root Certification Authorities

I:l Enkterprise Trusk

F-[_ Intermediate Certification Authorities

; [C Trusted Publishers

#-[_1] Unkrusted Certificates

I:l Third-Party Rook Certification Aukhaorit

[Z Trusted People

[C Certificate Enrolment Requests

#-[Z7 SmartCardRoot

e =

- Pulsamos el botdn derecho del ratén All Taks->Import:

Ponemos All files y seleccionamos el certificado deseado:

i Fle Acton Vew Favortes Window Help | =181x]
«>|a@EeRE 2
2 Console Root 'ﬁuedm ‘ [ 1ssuede [ Expiration Date__| Intended Purposes | Friendly Mame Status | Certificate Tem...
Certficates (Local Compuer) [EI0ESCRIPCION FIRMA ELECTRONL., FNMT Clase 2 CA 26/03}2008 <Az <None>
= Personal [E)sry-50RONET oficinas.sepg.minh... Comunica: 2 osf11/z008 Client Authentication...  <None> Computer
/3 Certificates
(0 Trusted Root Certfication Authorities
(00 Enterprise Trust
(3 Intermediote Certfication Authorties
(0 Trusted Publishers.
3 unkrusted Certificates
(0 Third-Parky Root Certification Authorit
(3 Trusted People
(23 Certfcate Envollment Requests
(] smartCardroot
& sec o
Specify the fle you want ko import.
Ele name:
Browse,
Note! Mare than ane tored e file i the
Personal Iformation Exchange- PKCS #12 (PFX, P12)
Cryptographic Message Synta Standard- PKCS #7 Certficates ( P76)
Wicrosoft Seriaized Certificate Store (,557)
Open [21x]
Lookin: [ (5 Méguina [ e N s
3 na [cermiFicana prx | Dpen
Files o type: [AlFies 0] - Cancel
sl | v
[Personal store contains 2 certficates, [ [
Bistart| (2 @ (@ & & E]Morosoft Windows 2... | £] scack.exe - Mirosc... | L5 My Documerts | 2 citsorowLaiwww.. | (5 CHSOROLLAKidad... | B CWINDOWStsyste... |[%) Consolet - [Consol.. [@EHED

- Escribimos la Password del certificado pulsamos Next y finalizamos.



|

[& spanish (ntemational Sor] \ o _[5[x]
‘i Ele  Action Yew Favortes Window Help
& = [ |2
(21 Cansole Raot. IssuedTo /. [ 1ssued [ Expiration Date [ Intended Purposes | Friendly Name [ Status | Certificate Tem... |
) Certficates (Local Computer) (=l DESCRIPCION FIRMA ELECTROML..,  FNMT Clase 2 CA 26109/2009 <All> <Hone>
=) D Personal (=] Srv-SOROMET . of icinas . sepg.minh...  Camunica2 05/11/2009 Client Authentication...  <Mome Computer
42 Certiicates
(2 Trusted Root Certification Authorities
(3 Enterprise Trust
(2] Intermediate Certification Authorities
(1 Trusted Publishers
(Z Untrusted Certificates
(L] Third-Party Root Certification Authorit
(20 Trusted Peaple
(Z1 Certificate Enrollmert Requests
1 Smertcardreont Certificate Import Wizard
skC Password
Ta maintain security, the private key was protected with a password,
Type the password for the private key,

Password:

[T

I= | Enable strong private key protection, You will be prompted every time the:

private key i3 Used by, an applization if you enablz this aption
I~ Mark this key as exportable, This will allow you to back up or transport your
keys at a later time.
<pack [ Mext> | cancel
s
Personal store contains 2 certificates

Wstart| (3 @ (@ fy Lo ) Mcrosoft windows 2... | §)xeack.exe - Mirosof... | L My Documents

QUi LIE v araiees s

& » | Elm .

(33 Console oot

B @

=iy

E1EY Certificates (Local Computer)
=0 Personal
=1

{1 Trusted Root Certification Authorities
-[_] Enterprise Trust
-[] Intermediate Certification Autharities
-[] Trusted Publishers
-[L] Untrusted Certificates
(23 Third-Party Rook Certification Autherit
(3 Trusted Pecple

(2] Certificate Enrollment Requests
(23 smartCardRoat

@ spc

’ [ IssuedB: [ Expiretion Date | Intended Purposes

1 [ —

[Personal store conkains 2 cerlificates.

[ Friendly Name [ status | Certificate Tem... |
DESCRIPCION FIRMA ELECTRONI.., FNMT Clase 2 CA 25/09/2009 <all> <None>
(EISRY-SCRONET oficinas.sepo.mirh.., Comunica2 05/11/2009 Cliert Authentic atio “Moness

Computer

Astart| (B @ (@ & 4 &) Morosoht Windows 2... | &) cads.exe - Miorosof... | £ Hy Documents

| (57 C:\SOROLLAUYW). | | C:\SOROLLAIKildad..

[ [
B CAWINDOWStsyste... |[) Consolet - [Consol.. | TEHD

| (57 C:\SOROLLA AN, | |5 C:\SOROLLA| Utilidad. . | B C:WINDOwS|syste. | °E) Consolel - [Consol... | EBEHCD



52) Hay que conceder permisos al nuevo certificado en funcidn del sistema operativo de la maquina
desde la linea de comando.

- PARA 2003 (IIS 6)
winhttpcertcfg -g -c LOCAL_MACHINE\My -s INTRANET.MITYC.AGE -a IIS_WPG

- PARA 2000 (IS 5)
winhttpcertcfg -g -c LOCAL_MACHINE\My -s INTRANET.MITYC.AGE -a ASPNET

Cuando el asunto del certificado contiene espacios en blanco o es muy largo, después del

parametro

-s se puede introducir una parte significativa de la cadena en vez de todo el literal en este caso
por ejemplo:

winhttpcertcfg -g -c LOCAL_MACHINE\My -s MITYC -a lIS_WPG

- Ejemplo visual:

INDOWS, SYSl:mﬁZ \cmd.exe

81

Za ]
H)l:ln;nft (R) WinHTTP Certificate Cnnflgluatlnn Tool
[Copyright (C> Microsoft Corporation 20081

Matching certifica
R <hESGRIFCT N FIRMA ELECTRONICAH ENTORNO DESARROLLO - PRUEBAS — ENTIDAD INTERUEN
CION GENERAL DE Lo ADHINISTRACION DEL ESTADO - CIF §262681SF

Granting private key access for accounts:
SRU-SORONETIIS_WPG

IC:“\SOROLLANUtilidades\RKIT2803>_

] Microsoft Windows 2000 ... | &1 cacls.exe - Microsoft In... | (37 My Documents | £ cisoroLLawmwiser. . | £ CisOROLLAYdades). . || CAWINDOWS system... @HD

Aisant] (5 & @ fa e

62) Introduccion de la URL para la obtencion del Token y del asunto del certificado en el WebConfig del
Servicio Web de SOROLLA

Estos datos serdan solicitados al grupo de desarrollo de SOROLLA en el teléfono 91 583 14 35 (José Pedro
Pascual).



